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Understanding and Using Supervisory Circuits

SCOPE

This application note discusses what microcontroller
supervisory devices are, why they are needed and
some factors to consider when choosing one. Supervi-
sory devices is a broad term that encompasses POR
(power on reset) devices, BOD (brown-out detect)
devices and watchdog timer devices. This application
note will cover supervisor devices with POR and BOD
functions only.

WHAT DOES A SUPERVISORY
CIRCUIT DO?

A supervisory circuit can be used for several different
applications, but there are two primary functions that a
supervisor provides:

1. During a power up sequence, the device holds a
microcontroller in reset until the system power
has come up to the correct level and stabilized
(the POR function), and

2. reset the controller immediately if the power
drops below a nominal value either at power
down or during a ‘brown-out’ condition.

Some supervisor devices also provide things like low
battery warning, watchdog timer and other more elab-
orate functions that are beyond the scope of this appli-
cation note.

WHY DO | NEED A SUPERVISORY
CIRCUIT ANYWAY?

One question system designers may ask themselves

is, “Why do | need one of these things anyway?” There

are 3 situations that you must consider when answer-
ing this question:

3. What would happen to the microcontroller (or
other devices in the system) if there was noise
on the supply voltage as it powers up?

4. What would happen if there is a glitch on the
power supply while the system is running?

5. What does the microcontroller do when the sys-
tem power is turned off?

If you ponder these questions and have visions of
phone calls from angry customers, then you might con-
sider using a supervisor device.
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In the Beginning: Power-Up Problems

Most designers working on a prototype system are
familiar with putting a reset switch of some kind on the
reset pin of the microcontroller. Why? Because they are
making both hardware and firmware changes, which-
sometimes cause the system to malfunction, resulting
in the microcontroller no longer behaving in a rational
manner. Sometimes it just plain doesn’t work. The sys-
tem designer pushes the reset button a couple of times
to determine if the problem goes away. If not, more
changes are made and the process continues. The
push button provides a means of manually resetting the
system. This may work fine for the system development
phase, but what do you do to ensure proper system
power-up when it goes into production?

Many systems rely on a simple pullup resistor tied to
the reset line and their system works fine every time.
But what if different components in the system are all
powering up as the supply voltage is ramping up and
noise is injected onto the supply line? Most microcon-
trollers have specs that describe power up ramps for
proper initialization of the controller. A glitch on the sup-
ply line may very well cause the microcontroller (or
some other component) to power-up incorrectly and
prevent the system from operating as intended. See
Figure 1. A supervisor device solves this problem by
holding the microcontroller in reset until the power has
reached a stable level. Timeout periods vary for differ-
ent devices but typical values are 150ms - 500ms.
When the timeout period is complete, the device will
release the reset line and allow the microcontroller to
begin exection of its code.
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Brown-Out: A Dirty Little Problem

Brown-out (Figure 2) is a condition where the supply
voltage dips or ‘sags’ down to a safe operating level
before returning to a nominal level. This condition can
be caused by many different things such as inadequate
power regulation, system components turning on or off,
system malfunctions, etc. Unfortunately, brown-out
conditions often don’t show up in the system develop-
ment stage, but wait until the production run begins
with all the system components installed to show their
ugly heads. It is often at this point that perplexing prob-

lems are discovered, and eventually tracked down to
some kind of brown-out condition. These problems can
manifest themselves in many different ways including
logic levels being misinterpreted or high current situa-
tions by creating invalid CMOS input levels. It is also
possible to cause a more insidious problem of corrupt-
ing RAM locations inside the microcontroller. This prob-
lem can lead to irrational behavior on the part of the
microcontroller that does different things at different
times and may not show itself at all when an emulator
is used to track down the problem.

FIGURE 2: BROWN-OUT CONDITION
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Problems at Power-Down

Most microcontrollers today do not have any on-board
POR/BOD protection. Some of them do, but they may
not offer adequate protection against some system fail-
ures. One system problem that is seen quite frequently
is the “Microcontroller running amok” problem that
occurs when the supply voltage is ramped down very
slowly, such as when a bench power supply is turned
down manually or during the decay of a battery supply.
When this situation occurs, it is possible for many
microcontrollers to begin running through its code in a
somewhat random manner. There may not be enough
voltage to sustain RAM locations, so the program
counter as well as any other variable stored in RAM
may not contain valid data. This provides the means for
the micro to execute any or all portions of the code
stored in program memory with indeterminate values in
all RAM locations.

Obviously, the longer it takes for the supply to ramp
down the greater the danger of this situation occurring
and causing problems. See Figure 3. For some sys-
tems, this situation may not cause any problems more
serious than some spurious data sent to a display as
the system is powered down. However, if the system
contains other components that work to a lower voltage
such as EEPROM devices, the problem becomes
potentially more serious. EEPROM devices are avail-
able on the market that work down to 1.8V and may

respond to commands as low as 1.2V. If the microcon-
troller executes a portion of its code that controls writ-
ing to the EEPROM, then there is the distinct possibility
that random data will be written to the EEPROM device,
which may or may not be discovered when the system
is powered up the next time. This problem very often
does not show up in the system development phase
because the system is not being powered up and down
on a regular basis, or it is powered from a supply differ-
ent from the one used in production. It often shows up
when the system goes into production and the system
is being tested at different stages of the production line
with different power supplies. A typical scenario: Data
is written into the EEPROM and the system is tested as
good and then powered down. At the next station it is
discovered that the EEPROM data has been corrupted.
This often results in a call to the EEPROM vendor with
complaints of data retention problems, when the actual
problem was the microcontroller sending write com-
mands to the EEPROM during power down.
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FIGURE 3: MICROCONTROLLER LOSES CONTROL WITH SLOWLY DECAYING SUPPLY
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SO HOW DO | CHOOSE THE RIGHT
DEVICE?

For the standard POR/BOD type of supervisor device,
there are really only a couple of factors that you need
to consider when making your choice. The major fac-
tors to consider are: reset voltage, output driver type,
and reset polarity. Most supervisor devices come in a
variety of reset voltages to support both 5V and 3V sys-
tems. Table 1, below shows typical reset voltage
ranges. Choosing the correct trip point depends mainly
on the operating range of the controller you are using
and the variation of your supply voltage. You want to
choose the highest trip point you can that will not inter-
fere with the normal variations of your supply voltage.
For a typical microcontroller, it might operate at 5V
+10% or 4.5V - 5.5V. Choosing a device with a trip point
range of 4.5V - 4.75V will ensure that the controller is
reset before the low end of the operating range is
reached.

TABLE 1: TYPICAL TRIP POINT VALUES
Minimum Trip Typical Trip Maximum Trip
Point (V) Point (V) Point (V)
2.55 2.625 2.7
2.85 2.925 3.0
3.0 3.075 3.15
4.25 4.375 4.50
4.35 4.475 4.60
4.50 4.625 4.75
4.60 4,725 4.85

Many vendors also provide different output driver
options for their devices. The usual choices are open
drain, open drain with internal pull-up and standard
push-pull output drivers. The open drain options allow
more than one source to pull the reset line to the reset
state, such as a pushbutton or some other component
that has the ability to reset the controller such as an
over-temperature safety switch.

Since some microcontrollers have a low active reset
line and some are high active, you must also choose a
reset device with the correct polarity. For reference, the
MCP100/120/130 are all active low devices and the
MCP101 is active high.

CONCLUSIONS

Using supervisory circuits can protect microcontroller
based systems from a number of power-related prob-
lems. If you are experiencing problems in your system
that are not making sense, it may be power related and
if so, it may be beneficial to add a supervisory device to
the system. This application note provides some guide-
lines that you can use in determining what the problem
might be and what device should be chosen to solve
the problem.
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Note the following details of the code protection feature on PICmicro® MCUs.

The PICmicro family meets the specifications contained in the Microchip Data Sheet.

Microchip believes that its family of PICmicro microcontrollers is one of the most secure products of its kind on the market today,
when used in the intended manner and under normal conditions.

There are dishonest and possibly illegal methods used to breach the code protection feature. All of these methods, to our knowl-
edge, require using the PICmicro microcontroller in a manner outside the operating specifications contained in the data sheet.
The person doing so may be engaged in theft of intellectual property.

Microchip is willing to work with the customer who is concerned about the integrity of their code.

Neither Microchip nor any other semiconductor manufacturer can guarantee the security of their code. Code protection does not
mean that we are guaranteeing the product as “unbreakable”.

Code protection is constantly evolving. We at Microchip are committed to continuously improving the code protection features of

our product.

If you have any further questions about this matter, please contact the local sales office nearest to you.

Information contained in this publication regarding device
applications and the like is intended through suggestion only
and may be superseded by updates. It is your responsibility to
ensure that your application meets with your specifications.
No representation or warranty is given and no liability is
assumed by Microchip Technology Incorporated with respect
to the accuracy or use of such information, or infringement of
patents or other intellectual property rights arising from such
use or otherwise. Use of Microchip’s products as critical com-
ponents in life support systems is not authorized except with
express written approval by Microchip. No licenses are con-
veyed, implicitly or otherwise, under any intellectual property
rights.
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